Windows Vista Wireless Configuration for 802.1x

Go to Start = Control Panel 2Network and Internet

N
6@.|§ v Control Panel » Metwork and Internet » - | +4 | | Search
T

Control Panel Home
Systern and Maintenance
Security

Metwork and Internet -
Hardware and Sound !
Programs

Mobile PC ‘

User Accounts and Family
Safety

Appearance and

Personalization &.&

Clock, Language, and Region

Ease of Access
Additional Options @

Classic View

Network and Sharing Center
View network status and tasks Connect to a network

View network computers and devices | Add a device to the network | Set up file sharing

Internet Options

Connect to the Internet | Change your homepage | Manage browser add-ons

Delete browsing histery and cookies

Windows Firewall

@Turn Windows Firewall on or off @Allow a program through Windows Firewall

People Near Me

Sign in or out of People Near Me | Change People Near Me settings

Sync Center
Sync with other computers, mobile devices, or network folders
Resolve sync conflicts

DW WLAN Card Utility

View sync results




Click Manage wireless networks

b

@@vLﬁ <« Network and Internet » Network and Sharing Center - | +4 | | Search

Tasks

View computers and devices

Connect to a network

or network
Manage network connections

Diagnose and repair

See also
DW WLAM Card Utility
Internet Options

Windows Firewall

Network and Sharing Center

A

STEVE-METBOOK fairmontstate.edu
(This computer)

i fairmontstate.edu (Private network)

Access Local and Internet

!l Signal strength: Excellent

|2 Sharing and Discovery

Metwork discovery @ On
File sharing <@ Off
Public folder sharing @ Off
Printer sharing @ Off (no printers installed)
Password protected sharing @ On
Media sharing @ Off

Show me all the files and feldersI am sh‘arirm

Connection Wireless Network Connection (Campus_User)

View full map

Internet

Customize

View status

Disconnect
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Click + Add

OOvhﬂ] < MNetwork and Internet » Manage Wireless Metworks - | ++ | | Search

o

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. Te change the order, drag a network up or down in the list. You
can also add or remove network profiles,

|!;a Add | if) Adapter properties @ Profiletypes & Metwork and Sharing Center

MNetwo i ify (1)
Add a wireless network

."H[ e Security: WPA-Personal Type: Any supported Autormatically con...
s q -

@

~

1 item
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Click Manually create a network profile

o
%

Manually connect to a wireless network

How do you want to add a network?

‘%u Add a network that is in range of this computer

This shows you a list of networks that are currently available and lets you connect
to one. Once you connect, a profile for the network is saved on your computer.

Manually credale a NeEtWork profie
This creates a new network profile or locates an existing network and saves a profile

for the network on your computer. You need to know the network name (3510} and
security key (if applicable).

Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection




Enter the information exactly as pictured below

F

@ ' Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: Campus_User

Security type: [WPAE-Enterprise *]

Encryption type: [AES v]

Security Key/Passphrase: Display characters

Start this connection automatically

[] Connect even if the network is not broadcasting

Warning: If you select this option, your cornputer's privacy might be at risk,

[ Mext J[ Cancel




Click Change connection settings

Y

'1\:_—‘)' ' Manually connect to a wireless network

Successfully added Campus_User

= Connect to..
Open the "Connect to a network” dialog so I can connect.

.* el i g LR LUy

Open the connection properties so that I can change the settings.




Click the Security tab

'

Campus_User Wireless Metwork properties ﬁ

Connection | Security

Mame: Campus_Lser
S51ID: Campus_User
Metwaork Type: Arcess point

Metwork Availability;  All users

[¥]iConnect automatically when this network is in rangei
Connect to a more preferred network if available
[ Connect even if the network is not broadcasting

[ Enable WLAN connection settings

Configure. ..

| ok || cancl




Ensure settings match and then click the “Settings...” button

Campus_User Wireless Metwork properties ﬁ

Seaurity

Security type: |WPA2-Enterprise -

Encryption type: [AES v]

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) ~|| settings...

Cache user information for subsequent connections
to this netwark

| ok || cancl




Uncheck Validate server certificate (our certificate is wireless.fairmontstate.edu and is safe to accept)

Protected EAP Properties ﬁ

When connecting:

[Cvzlidate server certificate:

Connect to these servers:

Trusted Rook Certification Authorities:

O
[ class 3 Public Primary Certification Authority i
[7] Entrust.net Secure Server Certification Authority
[ Equifax Secure Certificate Authority

[7] GeoTrust Global CA

[7] GTE CyberTrust Global Root

[] Microsoft Root Authority
1 |

m

m |

Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[Secured passward (EAP-MSCHAP v2)

Enable Fast Reconnect
[ | Enable Quarantine checks
[ Disconnect if server does not present aryptobinding TLY

"] [ Configure...

| ok || cancl




Click Configure... button

Protected EAP Properties

When connecting:

[C¥azlidate server certificate:

Connect to these servers:

Trusted Rook Certification Authorities:

Wl &ddTrust External CA Root

[ Equifax Secure Certificate Authority
[7] GeoTrust Global CA

[7] GTE CyberTrust Global Root

[] Microsoft Root Authority

[ class 3 Public Primary Certification Authority
[7] Entrust.net Secure Server Certification Authority

4 | m

| ¢

m

certification authorities,

Select Authentication Method:

Do not prompt user to authorize new servers or trusted

[Semred passward (EAP-MSCHAP v2)

"] [ Configure...

Enable Fast Reconnect
[ | Enable Quarantine checks

[ Disconnect if server does not present aryptobinding TLY

ok || cancel




Uncheck “Automatically use my Windows logon name and password”

EAP MSCHAPV2 Properties (e

When connecting:

D?ﬂ.l.rtumaticalhr use my Windows logon name and
password (and domain i ary). {

| ok || cancel |

Click OK=> OK=> OK=> Close



View available wireless networks and select Campus_User

H,\:_—J' @ Connect to a network

Disconnect or connect to another network

Show [All -|
&_ Campus_User Security-enabled network !!!!! -
ﬁ Campus_Guest Unsecured network !!!!!

= -
&_ Unnamed Network Security-enabled network !H_LU
[ -

Set up a8 connection or network
OJpen Metwork and Sharing Center

I Connect I[ Cancel




Click “Enter/select additional log on information”

@ @ Connect to a network

Additional log on information is required to connect to this network.

You may need to select a certificate or enter a user name and password to connect to this
network

< Connect to a different network

Cancel




Enter you UCA for the User name and your password
NOTE: Students MUST enter username as: UCA@students

Enter Credentials E

User name: jdoe900@students

Password: esccccee
Logon domain:
| Save this user name and password for future use

Cx [Cow




Close window, if another window opens chose the network location for the firewall rules as either Public or
Private.

@ @ Connect to a network

Successfully connected to Campus_User

Close




