Windows 7 Wireless Configuration for 802.1x

Go to Start = Control Panel 2>Network and Internet

Click “Manage wireless networks” on the left

?E_ Control Panel\All Control Panel Items\Network and Sharing Center

oU-

:..: + Control Panel - All Control Panel Items ~ Metwork and Sharing Center - m] I Search Control Panel

Control Panel Home

Manage wireless networks
Change adapter settings

Change advanced sharing settings

See also
HomeGroup
Internet Options

Windows Firewall

View your basic network information and set up connections

L x [
—~

CH121-57S5LL1 Internet
(This computer)

View your active networks
You are currently not connected to any networks,

Change your networking settings

See full map

Connect to a network

'{"ﬁ. Setup a new connection or netwark

Setup & wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

il
"

Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

Choose homegroup and sharing options

&

Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

Access files and printers located on other network computers, or change sharing settings.




Click “Add”

I| Control Panel\Hetwork and Internet\Manage Wireless Networks

=101 |

‘%v Lﬂj] ~ Control Panel + Network and Internet + Manage Wireless Netwarks

- I Search Manage Wireless Metworks
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Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add | Adapter properties  Profile types  Metwork and Sharing Center
Networks you can view, modify, and reorder (8)

.sril- ProfessorLayton

,'. FSl_Employee

.'. employee2

1 CLAdirect

1 FSU-EMPLOYEES

y VTR.1000

Security:

Security:

Security:

Security:

Security:

Security:

WPAZ-Personal

WPAZ-Personal

WPAZ2-Enterprise

WPA-Personal

Unsecured

WPAZ-Personal

Type:

Type:

Type:

Type:

Type:

Type:

Any supported

Any supported

Any supported

Any supported

Any supported

Any supported

Automatically connect

Automatically connect

Manually connect

Automatically connect

Automatically connect

Automatically connect




Click “Manually create a network profile”

4l Manually connect to a wireless network

A




Enter the information exactly as pictured below
4l Manually connect to a wireless network
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[T | Hide characters




Click “Change connection settings”

4l Manually connect to a wireless network




Click the Security tab

Campus_User Wireless Network Properties




Ensure settings match and then click the “Settings...” button
x|

Connection  Security I

Security type:

Encryption type: IAES j

Choose a network authentication method:

|Microsoft: Protected EAP (PEAP) x| settings |

¥ Remember my credentials for this connection each
time I'm logged on

Advanced settings

QK I Cancel




Uncheck Validate server certificate (our certificate is wireless.fairmontstate.edu
and is safe to accept)

Protected EAP Properties x|

When connecting:
—I Walidate server certificate:

r Conmeck b these servers;

Trusted Raot Cerkification Sutharities:

M| AddTrust External CA Root -
[ america Online Root Certification Authority 1

O cizco Systems, Inc.

[ class 3 Public Primary Certification Authority

D DigiCert High Assurance EV Root CA

[ Entrust.net Certification Authority (2048)

[ Entrust.net Secure Server Certification Authority _ILI
1| | »

[T Do not prampk wser to authorize new servers o brusted
certification authaorities,

Select Authentication Method:

ISEEurEd password (EAP-MSCHAR vZ) j Configure... |

[¥ Enable East Reconnect
[ Enforce Network Access Protection

[™ Disconnect if server does not present cryptobinding TLY
[~ Enable Identity Privacy I

QK I Cancel




Click Configure... button
x|

When connecting:
—I validate server certificate

- Conmeck ta these servers;

Trusted Raot Cerkification Autharities:

M ) AddTrust External CA Root ﬂ

] America Online Root Certification Authority 1
D Cisco Systems, Inc.

[ class 3 Public Primary Certification Authority
D DigiCert High Assurance EV Root CA

[ Entrust.net Certification Authority (2048)

[ Entrust.net Secure Server Certification Authority _ILI
4| | v

[T Do not prompt user bo authorize new servers or brusted
cettification authorities,

Select Authentication Method:

ISEL‘L.IFEd password (EAP-MSCHAP v2)

¥ Enable Fast Reconnect
[~ Enforce MNetwork Access Protection

[ Disconnect if server does not present cryptobinding TLV
[ Enable Identity Privacy

oK Cancel

Uncheck “Automatically use my Windows logon name and password”

EAP MSCHAPv2 Properties x|

When connecting:

- Automatically use my Windows logon name and :
password (and domain if ary). :

QK I Cancel

Click OK



Click the “Advanced settings”

Campus_User Wireless Network Properties

Microsoft: Protected EAP (PEAP) ]




Check “Specify authentication mode:” and select “User Authentication

Advanced settings x|

802. 1X settings | 802,11 settings |

—Iv Spedfy authentication mode:

User authentication Save credentials

™| Delete credentials for all users

— Enable single sign on for this network

£ | Perform immediately before user logan

€ Berform immediately after user [ogon

Maimun delay. (seconds]: 10

¥ | Allow additional dislogs bobe displayed during single
Sig on

I | This metwork uses separate wirbual Laks for machine
and wser authentication

QK I Cancel

Click OK = OK=> Close



View available wireless networks and connect to Campus_User

; F 9
Currently connected to: b —
“=3 pipetest
Internet access
Wireless Netwark Connection ﬂ
pipetest Connected 1'1“

Campus_Llser

FSU-EMPLOYEES ::I
Campus_Euest ::'ﬁ‘
"
FSU-GUESTS ol
P
FsU ol
PI-WIRELESSS > [=
Open Metwork and Sharing Center

Enter you UCA for the User name and your password

NOTE: Students MUST enter username as: UCA@students

x

Hetwork Authentication
Flease enter user credentials

jdoe@students

K Cancel




