Network and Computer Systems Administrators

Nature of the Work:

Network and computer systems administrators design, install, and support an organization’s
computer systems. They are responsible for local-area networks (LAN), wide-area networks
(WAN), network segments, and Internet and intranet systems. They work in a variety of
environments, including professional offices, small businesses, government organizations, and
large corporations. They maintain network hardware and software, analyze problems, and
monitor networks to ensure their availability to system users. These workers gather data to
identify customer needs and then use the information to identify, interpret, and evaluate system
and network requirements. Administrators also may plan, coordinate, and implement network
security measures.

Systems administrators are responsible for maintaining network efficiency. They ensure that the
design of an organization’s computer system allows all of the components, including computers,
the network, and software, to work properly together. Furthermore, they monitor and adjust the
performance of existing networks and continually survey the current computer site to determine
future network needs. Administrators also troubleshoot problems reported by users and by
automated network monitoring systems and make recommendations for future system upgrades.

In some organizations, computer security specialists may plan, coordinate, and implement the
organization’s information security. These workers educate users about computer security, install
security software, monitor networks for security breaches, respond to cyber attacks, and, in some
cases, gather data and evidence to be used in prosecuting cyber crime. The responsibilities of
computer security specialists have increased in recent years as cyber attacks have become more
common. This and other growing specialty occupations reflect an increasing emphasis on client-
server applications, the expansion of Internet and intranet applications, and the demand for more
end-user support.

Job Titles:
e Systems Administrator
e Network Administrator
e Network Manager
e Network Specialist

All information comes from the Bureau of Labor Statistics. To learn more about the profession visit
http://www.bls.gov/oco/0c0s268.htm.
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